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This document is issued in the interest of protecting the Personal Data and Educate 
the Data Subjects on the data protection steps taken by the organisation. This 
document will under go version updates and the same will be mentioned on our 
main ISO data base. Any further details required regarding the personal data or 
regarding this document, please contact contact@entrust-services.com 
 

 

 

 

 

 

 

 

 

 

 

 

 
Scope: 

To inform Employees, Contractors, Clients, Non-clients, Students, 
Job Applicants, that the organisation strictly follows the General  
Data Protection Regulation based on the Data Protection Act 
(DPA) 2018  

Entrust Data Protection Policy UK   

mailto:contact@entrust-services.com


 

2 
Entrust Data Protection Policy UK  – Version 1:3 – December 2024 
 

 

Table of Contents 

Introduction 

Understanding the Policy 

Scope of this Policy 

List of Policies 

Principles of Data Protection 

• Personal Data – Lawfulness and Fairness 
• Personal Data – Transparency 
• Personal Data – Purpose Limitation 
• Personal Data – Data Minimalization 
• Personal Data – Storage Limitation 
• Personal Data – Security, Accountability 

Lawful Basis for Processing 

• Personal Data – Consent 
• Personal Data – Contract 
• Personal Data – Special Category 

Accountability and Governance 

• Data Protection by Design 
• Data Protection Impact Assessment 

Security 

Conclusion 

 

 

 

 

 

 

 

 

 



 

3 
Entrust Data Protection Policy UK  – Version 1:3 – December 2024 
 

 

Introduction 

Every individual has their fundamental right to protect the data that can reveal their 
minimal information. The level of freedom they provide to their personal data varies 
from every person. It is a mandatory duty of this organisation to protect the personal 
data it possesses only with the proper notification provided to the data owner.  

This organisation strictly follows the General Duty Protection Regulation base on the 
Data Protection Act (DPA) 2018. This organisation understands that failure or breach 
with the compliance of the DPA 2018 can have a penalty fine up to £17.5 million or 4% 
of annual global turnover this company makes.  

Understanding the Policy  

This policy will give a simplified understanding of how the organisation will 
handle/process the personal data that it receives from the employees, contractors, 
clients, interview candidates. The organisation protects the personal data regardless 
of the format, owner, and storage.  

Scope of this Policy  

This Data Protection Policy is applicable to all the employees, contactors, 
consultants, third-party employees and interns who work for this organisation. This 
policy will be involved in all areas of work/operations where personal data is involved.  

This organisation expects all mentioned above to strictly adhere to this policy at all 
parts of your work where you deal with the personal data. You are expected to 
strictly maintain this policy to protect the personal data of individuals and this 
organisations reputation.  

This organisation also ensures to protect your personal data in the same way it deals 
with the personal data of the individuals outside the organisation.  

Any breach in following the procedure mentioned in this policy document will be 
considered as a breach in security and disciplinary action will be taken by the 
management.  

Planners and other employees are expected to be travelling or representing the 
company name at certain times. Employees are expected to always follow this policy 
regardless of their work location.  

The Data Protection Officer will be verifying the implementation and security of the 
Personal Data that are managed by the employee working for the organisation and, 
they ensure that the personal data of the employees are protected in the organisation 
following the same standard.  
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If any of the statement or points are not clear or requires better understanding, 
employees can contact the Data Protection Officer or management at any time. Also, 
if they feel during any point of their daily responsibilities or during the operation 
based on external projects, marketing etc that the handling of personal data is not as 
per the policy or there is a difficulty in implementing the policy, they can raise it as an 
incident to the Data Protection Officer or with management.  

List of Policies  

All the employees who are handling and sharing the personal data are expected to 
understand the following points.  

• Please handle all the personal data based on the Personal Data – Fairness and 
Personal Data – Transparency methods which is mentioned in this document. 

• Please follow the Personal Data – Consent to know about the handling the 
data with the consent from the data owners. 

• Please follow the process to understand data subjects and their personal data 
processing. Personal Data – Transparency.  

• To know about how the personal data is stored please follow Personal Data – 
Storage Management.  

• Please follow the Personal Data – Security guidelines to know about the 
Security Standards followed in handling the Personal Data. 

• IF there is a breach in the security standards of the personal data, please 
follow Personal data – Incident Reporting guidelines mentioned below to 
report the incident to the Data Protection Office. This is one of the very 
important guidelines mentioned in this policy document.  

• If the personal data that you are handling is known to be located in European 
countries, please follow the Personal Data – European Economic Area 
guidelines.  

• Personal Data – Data Subject Rights will explain about the rights the data 
subjects have over their data that are being handled by this organisation.  

• Personal Data – Storage Limitation will give detailed information about the 
limitation that the organisation has over the personal data that is collected.  

• Personal Data – Accountability will provide information about the impacts of 
the using or losing personal data.  

• Personal Data – Marketing purpose will provide how the marketing team of this 
organisation will be using the Personal Data.  
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Principles of Data Protection  

This organisation will be responsible for the personal data that it handles since the 
process where it was collected till the time it is destroyed with proper notification. 
Hence, there are strict policies that the organisation relies on for the betterment of 
the handling of personal data. The policies are mentioned below:  

Personal Data – Lawfulness and Fairness  

• Ensure that the data is kept confidential 
• The data should be collected from the owner and notified regarding the life 

of their personal data being handled in the organisation. 
• This organisation doesn’t overuse the power over the personal data that 

they handle • All the data regulation policies are followed through out the 
life of the data inside the organisation  

• The human rights act 1998 is not overridden 

 Personal Data – Transparency  

• Regardless of the source from which we got the personal data, this 
organisation has to inform the owner of the personal data about their data 
which is being handled inside the organisation.  

• The processing requirement and the duration of handling the personal data 
should also be notified to the data owner  

• The data owner has all the right to know about their personal data that is 
being handled in our organisation at any time. We must respond to them 
regarding the status of their personal data. If it is destroyed, we should be 
notifying them that the data is destroyed as it has exceeded the purpose or 
duration of the personal data holding period we maintain in our office. 

 Personal Data – Purpose Limitation  

• The reason for collecting the personal data should be known by the employee 
of this organisation who requires that specific personal data 

• That reason to collect the personal data should be documented 
• That reason should also be notified to the data owners/individuals  
• The personal data can be reviewed and can be updated based on the updated 

information received from the individuals.  

Personal Data – Data Minimalization  

• The Personal Data that the organisation collect should be collected for the 
above documented reason 

• The collected data should be saved and protected in the organisation 
electronically only for a specific period of time  
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Personal Data – Storage Limitation 

• Personal data should no longer be kept in the organisation more than the date 
we need it  

• If there is a requirement to keep the personal data more than the priorly 
notified date, make sure to inform the individual or the data owner regarding 
it  

• The personal data that the organisation handle should be properly updated 
based on the updated information that is received from the individual and the 
same should be notified 

• If the individual or the data owner wants their personal data to be removed 
from our office, they can raise a request and their data should be removed 
and notified to them. This is because every individual has the ‘right to be 
forgotten’.  

• Interview candidates’ information that is provided in the email will be removed 
from our Personal Data Storage within a 90 day period along with any other 
marketing and non-client data. Only when recruited the Data Protection 
criteria mentioned in the Employee Handbook will be considered.  

Personal Data – Security, Accountability  

• The organisation will ensure that the Personal Data that is handled is always 
secure 

• The organisation will take the responsibility for the Personal Data that is 
handled 

• The organisation will ensure that all security compliances are implemented to 
protect the Personal Data.  

Lawful Basis for Processing  
Personal Data – Consent  
 

• Be very clear on the consent with the individuals regarding their data which is 
handled and also provide the reason to the individual regarding the purpose of 
handling the data  

• Inform the individuals in easy or simple terms for easy understanding  
• The consent must be unambiguous. A pre-ticked check box is not enough. 
• Terms and Conditions signed regarding some other agreement will not be 

permissible for the Personal Data Consent  
• The data should be the same as on the date when it was collected which 

clearly states that the date on which the data was collected should be always 
available  

• Individuals can withdraw their consent at any time and the organisation 
doesn’t penalise the individual for it. 
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• If a require for withdrawal is made, the removal process should be made swiftly  
• This organisation can review the consent based on the relationship with the 

individual, processing and purposes  
• Data which is collected outside the European Economic Area will be 

considering the consent following the Article 29 Working Party – Guidelines of 
Consent Under Regulation 2016/679.  

• If the consent of the individual is not received (ticked or signed or email) their 
data will not be saved or processed. 

• The organisation will process the personal data only based on the consent 
which has bene notified and approved by the data owner or the individual. 

• We have conducted a legitimate interest assessment (LIA) and kept a record 
of it, to ensure that we can justify our decision  

• Processing the data other than the approved processing will not be 
considered as legal processing inside the organisation.  

• If there is a need to process the data outside the permitted area or there is 
requirement to protect the data beyond the retention period, the data owner 
should be notified priorly and an approval should be received and recorded.  

• If the Data Subject or the individual requires to modify, know the purpose or to 
remove the personal data from the organisation database, they can contact 
contact@entrust-services.com  

Personal Data – Contract  

• The organisation can process the personal data of individuals to comply with 
essential points based on the contract  

• To provide quotes to the client or an individual few, personal data will be 
received which later will be considered as client data or enquiry data which is 
still considered as personal data. 

• The contract doesn’t have to be formally signed; it can just fall under contract 
law which has legal details. But the GDPR policies will still be applicable 
regardless of their signature as they have provided their personal data with 
consent.  

Personal Data – Special Category  

• Special categories are explained in the Entrust Employee Handbook which is 
provided to all the employees under the section • You need to complete a Data 
Protection Impact Assessment for the data which is considered to be high-risk 
information  

• All the principles which are mentioned above will be applicable to the special 
category  

• This is also known as Sensitive Personal Data under the Data Protection Act of 
1998. 
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Accountability and Governance 

• The organisation takes care of the Personal Data that it processes strictly 
based on the UK GDPR policies  

• This organisation ensures that Data Protection by Design and Default 
approach is met at all times when processing the Personal Data, which is 
mentioned in the detail below. 

• A Data Protecting Office is appointed who will be monitoring the quality of 
GDPR compliances followed in the organisation  

• This accountability will be reviewed and updated at regular time intervals by 
the Data Protection Officer  

• The rules of the Data Protection Officer are explained in detail in the document 
which is provided to them.  

Data Protection by Design 

• This organisation process the personal data completely based on the Data 
Protection by Design methodology 

• The Technical Service Tam has designed the process of Data Protection for 
Personal Data.  

• A structural diagram of the data processing is provided to the Data Protection 
Office who makes sure that the data processed in the organisation is following 
the Data Protection by Design Standard  

• The Data Protection Officer reviews and ensures that the Personal Data 
Processing is as per the Data Protection by Design and the compliances that 
are mentioned in this policy documented.  

Data Protection Impact Assessment  

• The Data Protection Officer or any employee is expected to use the Data 
Protection Impact Assessment sheet to assess the impact of the Personal 
Data that the organisation handles at any point in time 

• The Data Protection Officer can provide you the guidance on how to use the 
DPIA on personal data  

• By adding the details such as scope, nature, context and purpose of the 
processing, necessity of the assessment and compliance implication.  

• DPIA helps in identifying and assessing the risk caused to individuals if there is 
a breach in Data Protection  

• DPIA also supports to mitigate the identified risk factors.  

Security 

• The Information Security Policy of this organisation is specifically designed to 
support the GDPR Security Policies and Compliances  
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• This organisation strictly follows the Cyber Essential framework throughout 
the organisation  

• The Technical Services Lead and Data protection officer ensures that all the 
information security policies are followed in the organisation as always. 
Weaker areas will be found and reported to the management  

• Risk Assessment and Random testing will be conducted at regular intervals by 
the technical team of this organisation to ensure the strength of the security 
standard being followed in the organisation  

• Personal Data is backed up in a backup NAS every week and obsolete data will 
be deleted at appropriate times and notification will be provided to the 
individuals 

Conclusion  

This policy document will give the information about the practises and approaches 
made by the employees of the organisation on handling the Personal Data. 
Employees will be provided with Learning Sessions and Training annually to keep 
them updated on the practices and policies. This document will undergo modification 
to enhance the security of the Personal Data on based on the advice provided by the 
GDPR UK and Cyber Essential framework. 


